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Blockchain in Healthcare
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IoT Data Flow
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IoT-Enabled Energy Management Solutions are Game-Changers
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Discover 
Data Assets    

Security 
by Design    

A GDPR FRAMEWORK - 5 KEY ACTIVITIES TO ADDRESS GDPR
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GDPR and TokenEx

If you are a data controller who has a valid reason--other than consent from the data subject--for the processing of his or her 
personal data “for a purpose other than that for which the personal data have been collected”, Article 6(4)(e) obligates you to 
use “appropriate safeguards, which may include encryption or pseudonymization.

The TokenEx platform enables you to pseudonymize personal data within your environment, by replacing it with tokens, and 
storing the personal data in an encrypted TokenEx cloud token vault.

The GDPR requires “data protection by design and by default.” Article 25(1) specifically obligates controllers to
“…implement appropriate technical and organizational measures, such as pseudonymization.”

The TokenEx platform enables you to pseudonymize personal data within your environment, replacing it with tokens, and 
storing the data in an encrypted TokenEx cloud token vault. The pseudonymized data will likely present a lower risk, thus 
possibly reducing the number of additional security measures required to meet this obligation. Using a cloud-based tokenization 
provider like TokenEx to pseudonymize direct identifiers in the personal data your controls is a clear indication that you are 
considering data protection by design and striving to implement technical measures appropriate to the risk.

Article 32(1) obligates controllers as well as processors to “implement appropriate technical and organizational
measures to ensure a level of security appropriate to the risk,” including pseudonymization of personal data.
The TokenEx platform enables you to pseudonymize personal data within your environment, replacing it with tokens, and 
storing the data in an encrypted TokenEx cloud token vault. The pseudonymized data will likely present a lower risk, thus 
possibly reducing the number of additional security measures required to meet this obligation.

TokenEx: 

“Tokenization”

GDPR Article 6(4)e):

“Encryption”

TokenEx: 

“Tokenization and 
Encryption”

GDPR Article 25(1): 

“Data Protection by 
Design” Article 25(1): 

“Encryption”

GDPR Article 32(1)

“Pseudonymization of 
Personal Data”

TokenEx:

“Pseudonymize  
Personal Data”

KEY ACTIVITIES TO ADDRESS GDPR – TokenEx Example

Source: https://tokenex.com/gdpr
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BEST PRACTICE - FIND AND PROTECT YOUR SENSITIVE DATA



Field Real Data Tokenized / Pseudonymized

Name Joe Smith csu wusoj

Address 100 Main Street, Pleasantville, CA 476 srta coetse, cysieondusbak, CA

Date of Birth 12/25/1966 01/02/1966

Telephone 760-278-3389 760-389-2289

E-Mail Address joe.smith@surferdude.org eoe.nwuer@beusorpdqo.org

SSN 076-39-2778 076-28-3390 

CC Number 3678 2289 3907 3378 3846 2290 3371 3378

Business URL www.surferdude.com www.sheyinctao.com

Fingerprint Encrypted 

Photo Encrypted 

X-Ray Encrypted 

Healthcare / Financial 
Services

Dr. visits, prescriptions, hospital stays and discharges,  clinical, 
billing, etc. Financial Services Consumer Products and activities

Protection methods can be equally applied to the actual data, 
but not needed with de-identification

32Source: Customer Case Study

DATA DE-IDENTIFICATION / ANONYMIZATION
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ENCRYPTION & TOKENIZATION LEVELS
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Less Secure

More Secure

ENCRYPTION AND TOKENIZATION BEST PRACTICES



Tokens Tokens

PII

Tokens Tokens

• Protecting Personally Identifiable Information (PII), including 
names, addresses, phone, email, policy and account numbers

• Compliance with EU Cross Border Data Protection Laws

• Utilizing Data Tokenization, and centralized policy, key 
management, auditing, and reporting 
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PROTECT PII DATA CROSS BORDER - BEST PRACTICES



*: Underlying sensitive value (USV)

Source: ANSI X9 36

ANSI X9 - CURRENT TOKENIZATION STANDARD



• Format-preserving encryption (FPE) is useful in situations where fixed-format data, such as 
Primary account numbers Social Security numbers, must be protected. 

• FPE will limit changes to existing communication protocols, database schemata or application 
code.

37Source: Accredited Standards Committee ANSI X9

2018 ANSI X9 STANDARD FOR FORMAT PRESERVING ENCRYPTION
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REQUIREMENTS SUPPORTED

Tokenization

Encryption

Pseudonymization

De-identification

Tokenization

Encryption

Pseudonymization

De-identification

Tokenization

Encryption

Pseudonymization

De-identification
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