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Buzz words and
emerging trends:
What have we heard
about IOT, Al, Neural

Networks, Big Data



|OT - Internet of Things

Smart Devices 15B 40B I
Nest acquisition for $ 3.2 B DEVICES IN2015  DEVICES BY 2020
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Smart devices everywhere

Nest, Sprinkler controllers, Fitbit






Projection 2020
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ABI: 250,000 connected cars

IDC: S7 billion from loT
services

Gartner: S300 billion from loT
products

IDC: Global loT market S7.1
trillion



Medical and Health care Transportation o
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Common Use cases

Nest Smart Refrigerators(Food Industry/ Medical)
Smart Lighting Smart Trucking Fleets

Tracking towels at hotels(RFID) Water Quality Monitoring

Smart Parking Square Tag

Oil and Gas Tile app

Tracking Cattle



What wouldn't change?

Cities Security Supply Chain
Buildings Home Safety
Homes Health Security
Kitchens Factories Transportation

. . Airports, stations
el Robots trains, planes

Traffic



Challenges

Security
Battery Life
Networking

Localization(location)

Interfacing with Sensors

Size



Data Challenges Posed by IOT

Security
Storage capacity

Processing Capacity
Internet Bottlenecks

Real time response

It's a huge issue.

Gartner, Inc. forecasts
that 4.9 billion connected
things will be inuse in
2015, up 30 percent from
2014, and will reach

25 billion by 2020."

100*

of home secur ty Systems tested were

VULNERABLE

to account harvesting

Deficiencies

include:

» fiuthentication

*» Authorization

» Cloud interfaces
* Mobile interfaces
* Privacy

“things™
in 2015

Unrestricted account enumeration: The ability to
determine whether a specific account is valid on a system
Weak password policy: The lack of a policy and/or the
presence of a weak policy

Lack of account lockout mechanism: The failure to

lock out an account after a certain number of failed
access attempts



How to Think of IOT

Smart SIENRE Smart Hospital | Transpor
Applications ildi i
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System Data
Design Networking Architecture Management Security

Compongnt Location | Sensors UG Set-up Robotics | Vehicles
Technologies S




Velocity of Data
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6% 6% 3%
W 2015 18-24 35-44 55+ 18-24 35-44 55+
23 health apps sports apps
Online monitoring by doctors
17— positive attitude

negative attitude

The Internet has changed

life concerning:
The Internet and health

concerned about privacy




Data from several sources:

Medical
Social Media/ News
Stock Markets

Businesses

Sensors/ loT
Cars

Power Grid
Transportation

Retail



Variation in Requirements

Different demands from data:
Real time

Eventual consistency

Only once processing

Complex Models

Security

Ease of use
Visualizations
Visibility

Cost



Storage

Data is vastly shifting to the cloud

HDFS, S3 and object based stores Flash based storage
In Memory Stores Replication
Caching Relational Databases

Document Databases KV stores



Processing Needs

Processing of Petabytes/query High throughput of writes

Fast / near real time responses :
/ P Cost effective

Fase of Use Machine Learning capabilities

Inline/ Stream Processing

Fast retrieval



Some Possible Solutions

Hadoop - Reliable but slow

Spark - New but promising

Storm - Extremely fast but limited capabilities
Oracle/ Postgres - Relational and limited

Elasticsearch - Search based querying and processing



Al, Machine Learning and Neural Networks

Brain Behind the Data we collect and IOT devices

Data collected needs response system

Classification, Clustering , Anomaly detection
Recommendation Systems, Natural Language Processing

Image Analysis, Voice Transcription, Real Time Translation



Field of Fast Progress

WHEN A USER TAKES A PHOTO,
THE APP SHOULD CHECK WHETHER
THEYRE IN A NATIONAL PPRK ...

SURE, ERSY GIS LOOKUP
GMrEAFEUHOURS.

.. AND CHECK WHETHER
TE-EPHOTD 15 OF A BIRD.

I?_LNBEUAFE.SEPRU-I

TEP.MHNDFIVEYEHRS.

INCS, IT CAN BE HARD TO EXPLAIN
THE DIFFERENCE BETWEEN THE EASY
AND THE VIRTUALLY IMPOSSIBLE .

bouguetof . pottie of water  glass of water with
red flowers = 7 ice and lemon

cup of coffee

dining table
with breakfast
items

plate of fruit

banana
slices

fork
a person

sitting at a
table



GPU Computing

CPU’s have a small number of cores

Not very efficient for floating point calculations
GPU's are massively parallel
Highly performant for floating point operations

Made Neural networks usable




Reinforcement learning

Automated response systems - Gmail
Real time Translation (Voice/ video)
Responses to Actuators for IOT devices

Driverless cars
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