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The role of the “DBA”
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Not just the Database
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The role of the "Developer”
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Not just the Software
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Systems! Management
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Modern Application and Infrastructure Topologies

! New Methodologies
Multiole Clouds

. Agile
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Threshold monitoring is broken!

High or low, does not always point to a problem

Too many false alarms

Sometimes it’s still useful

What if you could get alerts on problems? \ ) s
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Machine Learning is key

« Systems learn normal patterns

« Alert of items when they are outliers

« DB tractions are higher or lower than expected
* Network I/O is lower than expected

* App server errors align with database errors
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Correlation of events globally

* Temporal correlation
* |t was working fine just yesterday

* Spatial correlation

* It was working fine in my development
environment

* Trend correlation

* Number of log events that rise or fall wit
some relationship
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Oracle Management Cloud
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Tickets
Alerts

INCREASED EFFICIENCY
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On-Premise or in the Cloud

* [dentify issues for application in the
Cloud or on-Premise

* Visibility into performance and logs
on systems that are remote or siloed

* Light weight

* Rapid deployment < k >

* Scale with the application to any level
* Zero ongoing configuration

Oracle Application Performance
Monitoring Cloud Service
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What do Users care about?

Cositact Cemler
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Fhone| 406-581010 [y Exmal|andre bemsbe s AcctNum) 1
Address A5 DEFALLT 2391 L Strest. CA Santa Clara. San £ CustPhonelE
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Application Performance Monitoring

Integrated Log Analytics and
Application Topology

Sessions
)

Synthetic Testsg

Visibility across Silos

Log files

HW infrastructure

O © Ajax Calls
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. Server Requests

Application Server

Automatic Infrastructure Discovery
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Where are my users?
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See all the session!

Y Sort Session Health v =

Sessions

Sep 15, 2017 4:31:32 AM

United States IE7.0
Location Browser Detail 83 1 0 2 0.63

®

nfa
n/a ClientIP Screen Size Device Duration Page Views Ajax Ermors JavaScript Erors Session Health

Sep 15, 2017 11.04.52 AM

United States Chrome 60.0.3112
@ Location Browser Detail m 5m 45 6 1 0 0.67
] 1280x720
nia ClientIP Screen Size Device Duration Page Views Ajax Errors JavaScript Errors Session Health
Sep 12, 2017 3:39:37 PM
2, United States Chrome 60.0.3112
@ Location Browser Detail 1m OS 9 49 3 0.70
1600x900
n/a ClientIP Screen Size Duration Page Views Ajax Erors JavaScript Errors Session Health
Sep 15, 2017 10:59:08 AM
United States Chrome 60.0.3112
Location Browser Detail 34m »1 35 5 1 0 0.73
1920x1080
nia Client 1P Screen Size Device Duration Page Views Ajax Errors JavaScript Errors Session Health
Sep 15, 2017 12:48:19 PM
United States Chrome 60.0.3112
Location Browser Detail =l
O) = 2m 34s 15 91 1 073
1600x900
n/a ClientIP Screen Size Device Duration Page Views Ajax Ermors JavaScript Erors Session Health
Sep 15, 2017 12:33:14 PM
United States Chrome 60.0.3112 3
@ Location Browser Detail 7m 393 1 6 98 2 0.74
1600x900
n/a Client 1P Screen Size Duration Page Views Ajax Ermors JavaScript Errors Session Health
Sep 11, 2017 9:19:14 AM
United States Chrome 60.0.3112
@ Location Browser Detail 1 m 185 1 1 29 0 0.74
1920x1080
n/a ClientIP Screen Size Device Duration Page Views Ajax Ermors JavaScript Errors Session Health
Sep 11, 2017 5:50:46 AM
. United States Mozilla
@ Lacton o == 2h 17m 20s 3 0 6 075

nia Client IP

Screen Size Device Duration Page Views Ajax Errors. JavaScript Errors Session Health
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Drill down to a single session

Attributes

Session
@ 4 Sep 15, 2017 12:48:19 PM
Duration 2m 34s
4 Summary
Personal computer, Windows 7 nia :
Davice UseriD 1 5 92 f 91 ’ a
Chrome 60.0.3112 Paas Views Alax Calls / Errors
Browser Detail hitps:/1 t
5 Portal»n/a
LEng fish Aftributes
anguage
\I-:J!
1600x300 / 1600x810 7 ’ 7 0 3 4S il o
Screen / Window Size Fage Ajax Calls | Erors JavaScript Ermors Page Clicks Viewing Time 5::{15:111 m;:zie i"llaug:a:ady
Sep 15, 2017 1
. 125045 PM B hitps:{fenca
4 Timeline k- 404 deviF W005s  mWO005s
Ajax Call HTTF Status i Call Response Call Processing
PortalPlasmaWEB»Portal»n/a
Attributes
Sep 15, 2017 ;
12:50:45 PM ) g https:/) mp4 |
— 404 WO0.05s Wo05s
12:48:30 PM A 0o HYTP Statis PortalPlasmaWEB»Portal»n/a Call Response Call Processing
T Attributes
Sep 15, 2017 | I
12:50:45 PM https: 1. mp3 L
s 404 WO005s  WO05s
Ajax Call HTTF Status PortalPlasmaWEB»Portal»n/a Call Response Call Processing
Attributes
Sep 15, 2017 = i
125045 PM & hitps: vipg L
. 404 WO004s  WOD4s
A Con HYTP St PortalPlasmaWEB»Portal»n/a Call Response Call Processing
Attributes
Sep 15, 2017 .
12:50:45 PM https: AM.png
) 404 W0.04s 0.04s
Ajax Call HTTP Status PortalPlasmaWEB»Portal»n/a Call Response Call Processing
Attributes
Sep 15, 2017
12:50:45 PM https IAM.gif
) 404 W0.04s 0.045
Ajax Call HTTF Status PortalPlasmaWEB»Portal»n/a Call Response Call Processing
Attributes
Sep 15, 2017 .
125045 PM https:,
_ 404 A= WO0.045 0045
Ajax Call HTTF Status Call Response Call Processing
1WEB»Portal»n/a
Attributes
Sep 15, 2017 IP[@id="pokemonLarge03]2"]
125048 PM = [@ia="po eIzl
Page Cick IWEB»Porial»n/a
Attributes
Sep 15, 2017 IF[@id="aqLarge_03]2"]
12:50:48 PM 4 @ dLarge_0312°]
Page Cick < WEB»Portaln/a
Attributes
Sep 15, 2017 Ihtmli/body/dividiviarticle/dividiv[2]/dividiv[3]/div[e]/div[2]/button/i
RO 4 y [2] [3)/div[e)/div(2]
Page Cick ; WEB»Portalsn/a




App Server Performance

—m View Lol
4 172.20.1.127 10
Type WebLogic Server 12.1.3.0.0, JVM 1.7.0_111-b13
Name GCDomain/EMGC_0OMS1
(0T Linux 4.1.12-61.1.17.el6uek.x36_54
Ports https:7301
MEMORY USAGE TIME SPENT IN GC CPU USAGE RESPONSE TIME LOAD THREAD F
<1« 3.91« 960.80 - 376.07 i 0.00:
. SamE &5 prior for 4 CPUs b 1.20% of prior A 2.38% of prior same 85 P %
A 5.04% of prior Average Total
92.22% 63.24% Total 5972 s 1,092,861
Heap Nen Heap Count 1,519 Total 1.70h

\d Metrics I-E Server Requests

Selected Time Range Dec 11, 2016 8:00 PM - Yesterday 9:26 PM

Adjust the handlk

m———

~N

— _:

1211 1212 1213

=z to change datfa granulanty

== Average Used Heap

HEAP MEMORY USAGE
1.8K

1.5K
1.2K
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0.6K

Megahytes

0.3K

0.0

12 1212 1213

= Nax
Committed

= Average Used

GARBAGE COLLECTIONS
70
80
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40

Count

30
20
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]

GK
5K
4k
3K
2K

:

B Count

= Time Spent

Tire Spent (ms)
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Synthetic Transactions
@ :w:nythics_com —

Base URL http:iihttp
Collection Frequency 28 minute(s)
Location Count 1
ALERTS AVAILABILITY CURRENT STATUS EXECUTION TIME TOTAL LOAD TIME BREAKDOWN
0 0 0 100.00 0 6.78 . Max 8.7 5 =St i de
new carried over open at end same as prior o <1% of prior il W 2vg Content Losd Tim= 1.35 5

m }
I :
Lo

M Metrics @ Instances

Selected Time Range Dec 11, 2018 8:00 PM - Yesterday 8:30 PM Adjust the handies to change data granulanty:

A A A A A\ A A /\

= Executed Tesis

121 121z 12113
AVAILABILITY
2.4
ot 1.9
£ B Failed Tests
B M Successful Tests
0.0

12 1212 12113
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Discover Topology

T "7 Flow Topology

4 Diagram Controls

Node Size Calls v
z Databasel . ... -
4 Tooltip
Hover over node or link fo view more detail.
Browser ©
—
ey, e
“ =
@f‘ﬂ?\‘ /
="
\\‘\_. e
WLS S /
Database2
Average
Response
Execution Flows AppServer Total Calls Errors
Time
(ms)
Flow starts with / L 61 9 0.00 %
Flow starts with /¢ 44 530 0.00 %
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Explore Topology

4 Topology
rs_tas2
FC' Torncat
4 Up since Aug 06, 2016 11:17 PM
3500
\\
5299
€ showing 1-25 of 20296

Time (UTC-7:00) &  Original Log Content
Aug 18, 2018, Aug 17 05:00:03 rs_host02.oracleads.com nsled[1739]: [784c56] connected to LDAP server ldap://pd-ldap-ade-01.us.oracle.com

10:00:03 PM
ﬁ- Target = rs_host02 | Target Type = Host (Linux) | Log Source = Linux Syslog Logs | Host Name (Server) = rs_host02.oracleads.com

Aiim 1R 2NAR Ann 17 NENNNS re haet aracleade cnm abhrdl 2741001 Can't e to
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Rapidly Identify Issues

1.2K
7; Visualize ™ oK
0 0.8K
@ Cluster « g 0.6K
£ 04K
Display Options Qe
0.0

Records per Page 100 v lg:r«lﬂa:ﬁm za TAM BAM 10AM 11AM 12PM  1PM

1% Correlate Trends Show Records £} ¥ 110 clusters &
Trend & Count Sample Message D Log Source
;"-H Errors in file a0 ORACLE DB Adert
L | %8 Jora_db_homefapploracle/admin/ORCL/bdumplorcli_lmon_11806 trc: Logs

ORA-27091; unable to queue /O
ORA-27072: File 10 error

Linux-xB&_64 Error: 5: Inputfoutput emror
Additional information: 4

Additional information: 200800
Additional information: -1

—//!\_ 45 12 Linux Syslog Logs
[ 4 Result: hostbyte=invalid driverbyte=DRIVER_OK.SUGGEST_OK

HI 46 16 Linux Syslog Logs
L4 — =d 1:0:9:0: SCSI ermor: return code = Ox00110018

—/l\_ 46 18 Linux Syslog Logs
4 =d 1:0:9:0: reservation conflict

P 21 Linux Syslog Logs
| S W sd 1:0:9:0: Unhandled error code

> H 1 jsmith : TT¥=pts/1 ; PWDs=/ ; USER=root ; COMMAND=/bin/chmod -R 711 * Lo Sysiog Logs

Idevi/urandom
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Log Analytics

b E=Field Summary

4 Histogram
80

60

40

Records

20

3 AM & AM 9 Al 12 PM 3PM 6 PM 9PM 12 AM
30 Nov 2016 1Dec

O showing 1-25 0f 15
Time (UTC-5:00) w Entity Entity Type Log Source Host Name (Server) Severity

Dec1, 2016, 172.201.125 Host (Linux) Linux Cron Logs ovmmard
1:30:01 AM

Dec 1, 2016, odad.labs.mythics.com Host (Linux) Linux Cron Logs odad
1:30:01 AM

Dec1, 20186, 172201127 Host (Linux) Linux Cron Logs xBoem
1:30:01 AM
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Extracting Information from Logs is Challenging...

=

Log data is scattered
» Infrastructure, server, database, application
» Containers, VMs, Micro Services

Log data is diverse ‘
« Multiple formats J__.
« Different locations

 Difficult to analyze Applications

Databases

Log data is huge Servers
Proprietary and growing over 40% every year

'A’ MYTHIGS

| ORACLE (St



Log Analytics

I Monitor, aggregate, analyze, search, explore, correlate
All Log Data from your applications and infrastructure
(on-premise and cloud) in real-time

Data Center

Private Cloud

I Logs +

| Operational
| Data

Oracle Public Cloud

A Cloud Service that leverages a modern,
secure, big-data platform

-
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Extracting Insights

Order Number
= B

'.'__' P 2015-05-10T12:59:52.212: INFO: OrderApp-3212: Order type: Failed, | 3, order: 3997396, region: APAC

<May 10, 2015 12:59:5 <Server> <BEA-002608> <The Listen Thread closed because of an error>
Jr java.sql.SQLException
‘ﬁ? - at oracle.jdbc.

d river.SQLStatapping.newSQLException(SQLStateMapping.java:70)

at processOrders.acme.com(SubmitOrder.java:112)

Errors in file /fora_db_home/app/oracle/admin/ORCL/bdump/orcll_dw04_1297. trc:
arguments: [kghstack_underflow_internal_3], [0x2AFA326CAFCO], [rpi role space],
(1, (1, 10, [0, [} ORA-19502: write error on file "/ora_common/orcl/exports/daily/orcl_full_20160718_05.exp", blockno
560899 (blocksize=4096) ORA-27072: File I/O error Linux-x86_64 Error: 28: No space left on device

May 10, 2015 22:04:29 myhost.acme.com: router dnsprobe[276]: dns query failed
‘ - May 10, 2015 22:04:30 myhost.acme.com: router dnsprobe[276]: Primary DNS server Is Down... Switching To
E Secondary DNS server Host Name

May 10, 2015 22:04:3

router dnsprobe[276]: Switching Back To Primary DNS server

~
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Efficient Troubleshooting

—— ']
= ORACL & MANAGEMENTCLOUD Log Analytics Q erik benner@gmail.com
= base_domain/ | Last 7 days:
Start tyy, =8 WebLogic Server vee Sep 10, 2017 10:19:52:003 FM - Today 10:10... ¥
| ) ; |
|:| Error since Sep 15, 2017 4:22 PM Entity Map | Tier View

<

Show Options

* Find egregious log events rapidly
» Across the entire application deployment

* Reduce number of log events
* |dentify log events with similar structures
» Change in trends of specific type of events
* Temporal relationships

* Find anomalies and outliers
 Variable faceting

”~
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Efficient Troubleshooting

17 clusters ‘ 2 Potential Issues 4 outliers 10 Trends
700
il
§ 300
100 17 cuusters 2 Potential Issues ‘ 4 outliers 10 Trends
10:10 PM
Sep 17 2017 50
‘ - an = L2

» == Field Summary

4 Histogram
1

£

b= ]

o

o
3PM 4PM 5PM 6 PM 7PM 8 PM 9PM 10 PM
Sep 17 2017

< Back to Cluster Showing 1-1 of 1

Time (UTC-4:00) w  Original Log Content

Sep 17, 2017, Sun Sep 17 18:24:33 2017
6:24:33 PM Errors in file /Ju01/app/oracle/diag/rdbms/epprd2/EPPRD21/trace/EPPRD21_m000_28641. trc:
ORA-19815: WARNING: db_recovery_file_dest_size of 7128219648000 bytes is 85.01% used, and has 1068326977536 remaining bytes available.

'u' Entity = EPPRD2/EPPRD21 | Entity Type = Oracle Database Instance | Log Source = Database Alert Logs

Page 1 of 1 (10f 1items) EI

O e

+RECONF/EPVAL1 IDNLINELOGfgmu p_2.288.048982760

& 1 org_id="oracle’' comp_id="rdbms’ 10 Database Alert Logs
A : 4 type="UNKNOWN' level="16" host_id="chtsczdbclient010101

host_addr="172 26 14 13" module="oracle@chtsczdbclient0 10101 (TNS V1-V3)

pid="18413">

~#A-DER | anllinae Damictarnd lnafiln

”~
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Infrastructure

Storage

WebLlogic



Multiple Targets

Windows, Linux, Solaris

WebLogic
MySQL

NoSQL

DB EE and SE!!
ASM

OHS

Microsoft SQL
MongoDB
Apache

Docker

Traffic Director
F5 loadbalancers
And more

£
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Enterprise View

ORACLE MANAGEMENT CLOUD | Infrastructure Monitoring @  evenner@myinics.com +
All Entities. Latest ~
= Enterprise Summary Auto refresh off ~  Apr20, 2017 3:59 PM
Entities Entity Status Alerts
1 4 69% 0 0 2 Az 6 A5
up mUp 9 Fatal €3 critical A\ Warning
m Unavailable 4

Entities Without Status 1

Host Relational Database E = | &
Top CPU Utilization (%) Top Execution Rate (executionsisec)
Entity Value Entity Value
db12s.m57 local 1.74 dp12_SE 1.15

Host (Linux} Oracle Database

Others Lama E

Top Available Buffer Space (MB)
Entity Value
civ10.labs.mythics.com: 1831
clv3.labs.mythics.com: 1831
Clv.labs.mythics.com: 1831

clvmaster.labs.mythics.com:1831

o o o o o

db12s.m57 Jocal 1302

¥

Lama ’
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Host

ORACLE TCLOUD itoring (@  evennergmythics com «
Al Entities Latest ~
= dbi2s.m5T.local Auto refresh off AT 20, 2017 403 PM
p— Host (Linux)
e AU e eeesann Alarte
Performance
Last Day Last2 Weeks LastDay Last Hour
7 9 10 1 12 13 14 15 16 17 18 19 20
Apr2017
Key Metrics Load Utilization All Options «

GG TS S hhha . .. aeaiiabity

100
20 CPU Utilization
60
b 40 1 .54 %
20 Latest
0
100
80 Memory Utilization
G0
=2 40 97 . 56 %
20 Latest
]
G
o Network /0 Rate
@
4
&
Elsﬁ 0 .02 MB/sec
2
Latest
, N
20K
16K Disk IfO Request Rate
W 12K
g 12 19.03 o
i Latest
0.0 .

7PM 10 PM 1AM 4 AN 7 AM 10 AM 1PM 4 PM

Apr19 2017 20
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Database

ORACLE MANAGEMENTCLOUD  Infrastiucture Monitaring (@  evenner@mytnics.com +
All Enlities Latest -
— db12_SE
= = Auto refresh off 404
___ Oracle Dalabase o refresh of T Apr20, 2017 404 PM
22010 Performance
i Last Day Last2 \Weeks LastDay LastHour
Is Cluster
Mo
Host
dbi2s mST jocal 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Aot Apr2017
dn12s mb7 local 1:
Key Metrics Load Response Utilization All Options
4 Database Ins
Availability
InstancelD
3.0
1 Average Active Sessions
, 0.00
1o Latest
0.0
0.30
T 020 SQL Service Response Time
g o
T
@ 040 0.01 centisec/request
g Latest
@
4 Top Wait Eve 8 o0
Wait Event Name 150
2 A28 Transactions Rate
linrary cache: muts 7] a0
E 60 O . 0 0 xns/sec
latch frag 3 30 Latest
0- AA
S0OL "Met message
: 8K
g file sync. E 8K Execution Rate
o
5 1 .20 executions/sec
2] 2K Latest
“ 0
4 Storage Tabl i
Storage Tablesp: 0.8K 1/0 Per Second
W) 08K
UNDOTES1 % 0.4K 4.03 10PS
02K Latest
0.0

7PM 10 PM 1AM 4 AM 7AM 10 AM 1PM 4FPM
20
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Database Alerts

Add Condition

Entity Type * Condition Type " @
Oracle Database v Anomaly
Metric *

Execution Rate (executions/sec)

Generate an alert when the metric is anomalous  for 5 minutes

4 Customize Message Format

Save Cancel
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